ICONN.org Authentication and Authorization

This document is a revision of the original login workflow document created for the implementation of
ICONN.org and the AGent for CSL. The goal of this revision is to document the final implementation
of the system. Although the document originally addressed only the users’ login process, it now
addresses all components associated with authentication and authorization of the user, including access
to reference databases.
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ICONN.org Authentication and Authorization

System overview.

CSL Barcode Authentication
IP Authentication
Global IP Authentication

iCONN.ORG

WEB Pages

AGent
Application components including
Metasearch, ILL, OPAC, Z39.50,
Staff and IP authentication. etc.

The chart above is to illustrate how the overall system has been put together for CSL using the existing
AGent components and two customized modules. Because the State’s barcodes require specialized
logic for the validation of a user barcode, the primary authentication of a user is provided in a separate
module (more on the barcode logic later). The system uses existing AGent Staff and IP authentication
components. The third major system element was the development of the iCONN.ORG site.
ICONN.ORG represents a group of web pages both dynamic and static that provide information for both
patrons and staff users of the system.

While this document is not intended to define or layout the iICONN.ORG web pages, it is important to
note that the implementation has been to enhance many of the existing pages that were “static” text to
now be dynamically generated from the various system tables in AGent or from newly-defined tables
(such as the AGency table, which is the primary barcode authentication table).
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User Login Workflow

This section of the document is to recap the workflow that the system will use to authenticate a user when he or she accesses
the iCONN.org site. We will review the process used to authenticate staff, guests and patrons as they log into the system.

iICONN.org
Log in Screen

IP Validation
IP Match -
IP-Match — I p| User's IP matches
NO IP match in any more than one Lib
le COde code
l IP Match —
User’s IP matches one Lib code
Test for Barcode Cookie - -
Library Selection
. - . If f the li
* * For all users entering a barcode or passing cookie test is gg?ir?e(; aes tlrl]aecodes
No Barcode Barcode Barcode defines lib code. Invalid entry allows the user to try default library, log
Cookie Cookie again or enter as a “guest user into default lib
Found Found 1. Test barcode format validity — if not valid go to B (I:fogg gzgjjtlrfg
l 2. Lookup barcode in “blocked” barcode table — if found, go to defined, display list of
B . ’ .
. . | hing IP
- 3. Look up barcode in Agency Table — if not found, go to B c;?t::z;ig?jgn:rt% ;23
) Lo_gln Page_ 4. Write Barcode Cookie on user PC if user has selected that user to select library
Login using your library option and if not already found). Lo user into selectéd
barcode or select Guest User -09
‘ ‘ lib code as patron.
Library Selection If the Barcode
If one of the lib codes is defined as the number is
Guest User default library, log user into default lib associated with
Does not have a Barcode code as patron. one Lib code,
They go to the default site If no default is defined, display list of lib log user into
for a guest of codes matching IP or barcode and ask specified lib
CID = RQST LID = RQST user to select library. Log user into code library as
selected lib code as patron. patron
Message of the day for v
Patron or Guest users <
> AGent
Resource or Search Screen m— | 0gin Tab ==
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A review of the process as documented in the flowchart on the preceding page:

Step 1: Authentication

When a user enters this URL, the first process will be to check the AGent IP table to see if the user is
within a range of, or at a specific IP for, one or more of the library codes listed in the IP table.

If a user’s IP is in the table:
If the IP is found in the table for exactly one lib code,
Redirect the user to message of the day page (if a message exists) and then on to the
default search screen for the patron/patron record of the specific lib code after the default

time delay or when the user presses “enter”
Else

If the IP is found in the table for more than one lib code,
If one of the lib codes is defined as the default library, the user will be logged into the
default lib code as a patron. If no default is defined, the system will display the list of
matching lib codes and the user will be required to select a library. The user will then be
logged into the selected lib code as a patron.

The system will read the lib codes from the User DB IP Table that match the IP of the
user’s terminal or workstation. The lib codes are then matched against the AGency table.
The AGency table drives the display of the library name(s) that will be displayed in the
lookup/select function for the patron to choose which library they want to connect to.

Else

If the IP is NOT found in the table
Check the PC for the existence of a Barcode Cookie
If a Barcode Cookie is found, the system must check the barcode for validity as

described below.

If a Barcode Cookie is not found, the user is presented with a “login” screen
giving the user three options. They may enter a barcode (and be given the option
of checking the “save barcode” box) or click the “Try This” button which
validates the user against a global IP table or enter as a guest. The current login
screen is seen below.
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Enter Your Connecticut Library Card Number: . LOGIN I HELF I

[J Remember my card number on this computer. 3

CT Residents: Don't have a library card? TRY THIS! @B

Articles - from magazines, journals, newswire
Services...

Newspapers - Hartford Courant, New York
Times...

Health and Science - including consumer and
alternative health...

Business - including company information, Waff
Street Journal...

History and Genealogy - HeritageQuest,
Hartford Courant-Historical...

Photographs - Associated Press Archive.
Informe! - articles in Spanish.

reQuest - the statewide library catalog.

..and much more!

[connecticut's @ search engine

COMNMM.ors

Trustworthy # Kid Safe » Free » 24/7
Search reQuest - the Statewide Library Catalog [@!

Browsers supported: Internet Explorer 5.5 (or higher), Netscape 6.2 (or higher), Firefox 1.0.7 (or higher) ... More Browser Help

A service of the Connecticut State Library and your local library in partnership with the Department of Higher Education.
Authorized and funded by the Connecticut State Legislature.

When a barcode is entered the system will first check the validity of the barcode using either the 14-digit
or 10-character barcode logic. If the barcode is not valid, an error message is displayed and the user is
returned to the login screen.

If the user’s barcode is valid, the system then does a lookup in the “blocked” barcode table. This table
contains specific barcodes or ranges of barcodes that are not allowed access to the system. This table is
maintained through its own administrative module. If the barcode is found in the table, an error message
is displayed and the user is returned to the login screen.

If the user’s barcode is valid and is not in the blocked barcode table, the system does a lookup of the
barcode’s agency code in the AGency table. If the identifier is not found, an error message is displayed
and the user is returned to the login screen.

If a barcode passes all three checks, write a barcode cookie on the users PC if the user has selected that
option and if the barcode cookie is not already there.

The AGency table includes an entry for every lib code associated with a barcode.

If the user clicks the “Try This” button the user’s IP is checked against a global IP table and if the IP is
within the state of CT the user is granted access to the library associated with the global IP set-up.
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Then the system will take the user to the message of the day (if it exists) and then on to the resources or
search screen associated with the lib code

Else
If the barcode number is associated with more than one lib code and one of the lib codes is
specified as a default

Then the user is logged into the default lib code.
Else,
The list of libraries associated with the matching lib codes is displayed then the user will
be asked to select a library. The user is then logged into the selected library.
A guest login will direct the user to customer id = RQST and library id = RQST.
The CSL authentication system does not create user records as requested by CSL for each patron; rather,
all authenticated users enter the system as a Patron/Patron user. The lack of a user record for each

patron means that some functions such as search history, user preferences, etc., are not available to those
patrons.
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Below are the sample screens of the error messages that are created should a user not be authenticated.

Invalid Barcode.

About iCONN Enter Your Connecticut Library Card Number: [PEZ=yEs] . LOGIN I HELP .

[J Remember my card number on this computer. 6]

CT Residents: Don't have a library card? TRY THIS! 3

Barcode could not be validated. Please try again
or search reQuest using the link below.

e

A S

Articles - from magazines, journals, newswire
Services...

Newspapers - Hartford Courant, New York
Times...

Health and Science - including consumer and
alternative health...

Business - including company information, Walf
Street Journal...

History and Genealogy - HeritageQuest,
Hartford Courant-Historical...

Photographs - Associated Press Archive.
Informe! - articles in Spanish.

reQuest - the statewide library catalog.

..and much more!

[connecticut's @ search engine

COMNM.ore

Trustworthy » Kid Safe » Free « 24/7
Search reQuest - the Statewide Library Catalog [@!

Browsers supported: Internet Explorer 5.5 (or higher), Netscape 6.2 (or higher), Firefox 1.0.7 (or higher) ... More Browser Help

A service of the Connecticut State Library and vour local library in partnership with the Department of Higher Education.
Authorized and funded by the Connecticut State Legislature.
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Barcode’s Agency value does not match LID in the URL (Barcode: 23620 00400 4972)

Your barcode does not match the requested library.
Select one of the following:

Enter iICONN - Connecticut's Re-search Engine as a Guest

Enter Mark Twain Library Association Inc. as a Patron

All ICONN resources are available in Patron mode. Some iCONN resources are not available in Guest mode.
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Invalid LID on URL - although LID are not to be “keyed” the system must report such an error

a http:/ /rqst¥2-agent.auto-graphics.com;/homepages /Customerwide /iConnLogin.asp?cuid =rgstécus - | EI|1|

File Edit Yiew Favorites Tools Help

B R | at | Qhsearch [GFavorites GMedia ¢4 | NS o - o B R D

Address I@ http:,l’,l’rqsth-agent.auto-graphics.com,l’homepages,l’Customerwide,l’\ConnLogin.asp?cuid=rqst&cusrvr=pandora&lid=3|j @Go | Links **

& -

I&wa‘i;’i;?s‘;i Welcome To iCONN

& The library identifier "3mcc” in URL is not valid.

k qudy
A 1 [

Search thousands of popular and scholarly articles, from 1980 to the present including
Y ish-1 articles, I informati on over 450,000
and well informati and much more.

Enter Your Library Card Number: [22501015393622 LoGiN | cLesr | HELP |

If you do not have a library card, login as Guest

Sorme of the ICOMM resources are not available in Guest mode. If you do not have a library card, or your
library barcode number does not work, contact your local library to obtain a card with an up-to-date
barcode in order to gain access to all iICOMNM resources.

Thank You for Using iCONN

| v

il

i@ [ [ ] mternet
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The users barcode matches multiple libraries and there is no default. (Barcode: 22511 00000 0000)

Select a library:

Enter Manchester Community College Instructional Media Center as a Patron

Enter Manchester Community College Library as a Patron
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The barcode is valid, but does not match any library code. (Barcode: 20330 00000 0007)

About iCONN Enter Your Connecticut Library Card Number: RKESULTUTITE . LOGIN I HELP .

[J Remember my card number on this computer.

CT Residents: Don't have a library card? TRY THISl @

Cannot find a library associated with the barcode.
Please try again or select the guest mode below to
access the system.

rhya d 2

Articles - from magazines, journals, newswire
Services...

Mewspapers - Hartford Courant, New York
Times...

Health and Science - including consumer and
alternative health...

Business - including company information, Walf
Street Journal...

History and Genealogy - HeritageQuest,
Hartford Courant-Historical...

Photographs - Associated Press Archive.
Informe! - articles in Spanish.

reQuest - the statewide library catalog.

..and much more!

[connecticut's @search engine

COMM.ors

Trustworthy ¢ Kid Safe » Free o 24/7
Search reQuest - the Statewide Library Catalog [o!

Browsers supported: Internet Explorer 5.5 (or higher), Netscape 6.2 (or higher), Firefox 1.0.7 (or higher) ... More Browser Help

A service of the Connecticut State Library and your local library in partnership with the Department of Higher Education.
Authorized and funded by the Connecticut State Legislature.
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The barcode is blocked (Barcode:23620 00400 4972) using the AGent Blocked barcode function

stw2-agent.auto-graphics.com/homepages;/Customerwide/iConnLogin.asp?cuid=rgst&:cus — IEIIﬂ

File Edit Yiew Favorites Tools Help

$aBack + = - @) ﬁ| QhSearch (G Favarites G Media ®| By S o - o0 3 [y 92

Address I&j http:,l’,l’rqsth-agent.auto-graphics.com,l’homepages,l’Customerwide,l’iConnLogin.asp?cuid=rqst&cusrvr=pandora&]id=&j @GD | Links **

) -

I%ﬁﬁtg;i Welcome To iCONN

Barcode is not authorized. Contact the issuing library for
additional information.

pani: guage articles, paj i information on over 450,000
health and well informati and much more.

p Search thousands of popular and scholarly articles, from 1980 to the present including
5 1 ¥

Enter Your Library Card Number: [23520004004372 LoGiN | cLeam | HELP |

If you do not have a library card, login as Guest

Some of the iICOMNM resources are not available in Guest mode. f you do not have a library card, or your
library barcode number does not work, contact your local library to obtain a card with an up-to-date
barcode in arder to gain access to all ICONM resources.

Thank You for Using iCONN

-

-l
Eloons [T e
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The barcode is not valid for direct link and the associated dataid within that library code. (dataid=198,
barcode=22501015893622, lid=3mct) This error is when a patron might try to connect to a database
from a “direct link” on the library’s home page. Should not happen but had to cover the condition.

22501015893622 . LOGIN I HELP .

[J Remember my card number on this computer.

CT Residents: Don't have a library card? TRY THISl @

Barcode is not valid for Three Rivers Community
College (Mohegan Campus).

About iCONN

Enter Your Connecticut Library Card Number:

Articles - from magazines, journals, newswire
services...

Newspapers - Hartford Courant, New York
Times...

Health and Science - including consumer and
alternative health...

Business - including company information, Walf
Street Journal...

History and Genealogy - HeritageQuest,
Hartford Courant-Historical...

Photographs - Associated Press Archive.
Informe! - articles in Spanish.

reQuest - the statewide library catalog.

..and much more!

connecticut's ({3 search engine

COMNM.oe

Trustworthy » Kid Safe » Free » 24/7

Browsers supported: Internet Explorer 5.5 (or higher), Netscape 6.2 (or higher), Firefox 1.0.7 (or higher) ... More Browser Help

A service of the Connecticut State Library and vour local library in partnership with the Department of Higher Education.
Authorized and funded by the Connecticut State Legislature.
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Step 2: Message of the day

When a user is validated and redirected to his/her selected or defined library code, the system will first
display the message of the day (if it exists). Below is an example of the message of the day as it
currently exists:

)

Connecticut Digital Library

con II.OI'S

Message of the Day

ICONM is part of the Connecticut Education Metwark. It provides all students,
faculty and residents with online access to essential library and information

# resources. It is administered by the Connecticut State Library in conjunction with
#7 the Department of Higher Education. Through iCONM, & caore level of infarmation
B resources including secured access to licensed databases is available to every
citizen in Connecticut. In addition, specialized research information is available to
college students and faculty.

ICOMNM began in 2000 when the Connecticut General Assembly provided funding
for the purchase of licensed information databases for Connecticut's libraries, schools and colleges.
The Digital Library was one of several recommendations by Lieutenant Governor M. Jodi Rell in the Fall
of 1959,

Click here for Resources

Connecticut Digital Library 786 South Main Street Middletown, CT 05457 (22202581222 (toll free) (260023442475 Send Us“our
Comments

After the message of the day is displayed, the user is taken to the search screen or resource screen of the
appropriate lib code or to the default library and customer code of RQST/RQST as a guest.

The user may wait for the system to “timeout” on the message of the day (which will take the user
directly to the resources screen) or, they can click on the link to go to the resources as noted by the
“Click here for Resources” link displayed above.

Note: Because a timeout feature has been added to the message of the day, it will be possible for a
terminal in the library, which is IP authenticated, to appear as if it never displays the message of the day.
For example, a browser is opened in the library (IP authenticated) to iCONN.org. Because the terminal
is IP authenticated, the system displays the message of the day. But after “X” seconds it goes to the
resources/search screen. In this example, a user walking up to the monitor would never see the message
of the day. To address this issue, the message of the day will be accessible to staff and guest/patrons via
their appropriate staff or patron menus.

The timeout automatically causes the message of the day screen to “close” after the designated time and
the user will be presented with the appropriate user class search screen for his/her specific library.

The message of the day will have an administrative interface for iCONN staff to manage the message(s)
of the day. The system will support three types of messages: one for staff, one for patrons, and one for
guests. The system will allow CSL to create up to 99 different messages per user type. This approach
will allow iCONN to display one message while simultaneously allowing CSL staff to create additional
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messages to be displayed for specific dates or date ranges. The system will determine which message is
displayed based on user type and date.

Staff Messages Guest Messages
Message 1 to X: Message 1 to X:
Start Date: Start Date:
End Date: End Date:
Timeout: in milliseconds Timeout: in milliseconds
Graphic: Graphic:
Text Message Text Message

Patron Messages
Message 1 to X:
Start Date:
End Date:
Timeout: in milliseconds
Graphic:
Text Message

Messages of the day will be a customer-level option. All users of the system will see the same messages
(dependent upon user type) regardless of which library code they authenticate to.

If no message of the day has been defined, or if no dates have been entered, the pop-up message will not
display and the user will be taken directly to AGent’s Resource Screen.

The administrative module does not currently include a function to manage the graphics. CSL opted for
non-inclusion of this enhancement. CSL staff may send graphics to the A-G designated WEB Master
who will upload the graphics and CSL staff may put such link(s) into the message of the day.
Alternatively, graphics may be managed on a local server by CSL and linked appropriately.
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Enhanced URL support for staff and library specific access

IP Validation

ICONN.org Authentication and Authorization

IP Match —

The user’s IP is found in the IP <
table for the specific lid parameter.
Log user into lid library as a patron.

For all users entering a barcode or passing
cookie test
Barcode defines lib code. Invalid entry allows the

user to try again or enter as a “guest” <T

1. Test barcode format validity — if not valid go to
B

2. Lookup barcode in “blocked” barcode table — if
found, goto B

3. Look up barcode in Agency Table — if not found,
goto B

4. Write Barcode Cookie on user PC if user has
selected that option and if not already found.

! !

IP No Match -
The IP is NOT in the IP table for
the match in “lid” parameters

Test for Barcode Cookie

| |

Barcode No Barcode
Cookie found Cookie
Found

Login Page H

Login using library barcode
or as a “Guest”

}

User selects Guest Login.
They go to the library code

Barcode is valid Barcode is valid and from the lid as a guest of
and number number doesn’t match lid CID =RQST LID = xxxx
matches lid: Indicate mismatch and
Log user into lid allow the user to enter lid
library as a as a guest or their
patron barcode library as a
patron.
1 1 \ 4
Message of the day
For
Patron or Guest users
AGent Login Tab

Resource or Search Screen
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Special Case URLSs

For reQuest participating libraries, we will promote use of the enhanced URL to provide library-specific
access to the system. This will eliminate the need for any reQuest user or staff person to have to choose
their library in order to use the system with full patron privileges.

Note: if a user logs in as Guest using the unique URL of a reQuest participating library, the user will get
access to that library’s customized reQuest services.

Staff User

To address these special needs, the system will support two sets of parameters to provide more direct
access for staff

Like the existing AGent URL, we will support the “mode =" parameter as well as the “lib code ="
parameter. A user will be able to append either or both of these parameters to the iCONN.org URL.

Example: www.iconn.org?mode=s$lid=fpl

Mode parameters will be:
“Mode =s”. Go to the staff login directly — no other option is needed and all other values for
mode will be ignored.

If the user enters a URL with the “mode = s” parameter, the system will go to a special login page that
will be designed to tie in with existing iCONN.org style.

Note: If the lid is not provided, the library code will be blank and the user will fill in the field or use the
lookup function.

Note: For Staff logins, if the “lid=" parameter is provided, and it is valid, the system will pre-select the
pull-down of system lib codes, and position the user on the user-id field of the login screen.

If the lid is provided, the value of the parameter will be inserted into the lib code text box so that the

user does not have to enter this information. The cursor will remain on the lib code text box so the user
will be able to change it or can use the tab key to move down to the user id field.
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Library-specific URLs with IP matches

Example: www.iconn.org?$lid=fpl

Note: Not using the “mode = s” parameter here.

Entering this URL will allow the system to do all the same checking for IP or barcodes but, rather than
looking at all libraries in the system, will check against this specific lib code only.

The lid parameter is used to define which lib code will be used for the user to connect to. If a user
connects to ICONN using a library-specific URL, such as www.iconn.org?$lid=fpl , if the IP of the user
terminal is found in the User DB IP table for FPL, then the user is shown the Message of the Day and is
then taken to the resource screen for FPL.

Note: It is possible for an IP to exist in the table for more than one lib code, but because the URL
contains the “lid=" parameter, the user is directed to only that library with no other checking.
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Library-specific URLs with No IP matches

When the IP does not match the requested library-specific URL, the system checks for a Barcode
Cookie. If a Barcode Cookie is found, the barcode is authenticated as described below. If a Barcode
Cookie is not found, the user will be given the choice of either logging in as a Guest or entering a
barcode. If the user enters as a Guest, they will go to the lib code CID=RQST LID=XXXX. If the user
enters a barcode, the system performs barcode authentication (which includes reference to the blocked
barcode table).

IF the barcode is validated, a cookie is written on the users PC if the user has selected that option and if
the cookie is not already there.

THEN IF the barcode number is associated with the same lib code that is entered in the “lid”
parameter,

THEN the user is validated and taken to the message of the day, etc.
ELSE a mismatch message is displayed and the user is given two choices:
1.Enter the lib library as a guest; or,

2.Enter their barcode library as an authenticated patron.

ELSE the barcode is not valid, and the user is presented with the option to enter the requested library as
a guest or to reenter the barcode.

Dealing with existing URLS

An “existing URL” user is a user who is accessing the system not from iconn.org but rather from a
specific URL assigned for a specific library code.

Example: rgst-agent.auto-graphics.com/agent/login.asp?cid=rgst$lid=cccl$mode=s will be redirected to
iconn.org with the appropriate parameters.

Dissemination of unique iCONN/reQuest URLS

All libraries that participate in reQuest will be asked to post their unique URL on their home page (if
they have a home page) or to otherwise disseminate that URL to their patrons for both onsite and offsite
access to ICONN and to their library’s customized version of reQuest. If the unique URL is used, there
is no need for the user to select their library from a drop-down menu. Accordingly, promoting the
unique URL will result in easier access to iCONN and reQuest.

Further, any patron who uses the unique URL can choose to enter as a “Guest” (rather than entering
their library card number) and be given access to the customized version of reQuest but not the licensed
databases (today’s unique URLS provide the same capability).

If the generic URL is used, and IP or barcode authentication cannot identify the specific library (because
several libraries share the same IP address and agency code), and the offsite or home user chooses not to
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enter as a Guest, then a default library will be selected if a default library has been designated in the
AGency table. If no default library has been specified in the AGency table, the user will be asked to
select their home library from a list presented by the system. Individual libraries and school districts
will have the opportunity to specify which library will be the default, or to specify that there should not
be a default, in which case the user will be asked to select a library from a list presented by the system.

Any library that does not participate in reQuest would use the generic www.iconn.org URL.

Issue — Guest Access

Any library with PAC Admin privileges (= any library who is a reQuest participant) will not be able to
designate "Guest" access to any iCONN resource that has authentication specified.

AGency Table Specifications

AGency Table Purpose: The AGency table is used (a) to authenticate users for barcode access; (b) as a
verified source of library name displays for spell-outs for the ReQuest holdings display and the AGent
Resource Menu; and (c) as a source of lib codes to provide access to ReQuest functions from unique
URLs.

Criteria for inclusion of lib codes in the AGency table: Lib codes must be in the AGency table if
they meet at least one of the following qualifications:

1. Have holdings in the ReQuest databases, either Serials or Main Catalog (since the AGency table
will be used for the spell-outs for ReQuest holdings display and the AGent Resource Menu);

2. Subscribe to PAC Admin since the AGency table will be used to provide a unique URL for
access;

3. Are aregistered ICONN database participant (since the AGency table will be used for
authentication).

There must be one entry in the table for every unique agency code/lib code combination.

Libraries will have only one agency code but may have either 14 character barcodes OR BOTH 14
character and 10 character barcodes.

The agency code associated with 14-digit barcodes will equal the first five positions of the 14-digit
barcode. The agency code associated with 10-character barcodes will be obtained from a table that
associates the first four characters of the 10-character barcode with the related five position agency code.

1. Libraries with one barcode prefix and one lib code will have one entry in the table.
2. Libraries with one barcode prefix and more than one lib code will have an entry for each lib
code.

For example: Three Rivers Community College has two campuses, each with their own lib code.
They also use both 10 and 14 character barcodes. The 10 character barcodes start with D310 and the
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14 character barcodes start with 23870. They will have two entries in the table, one for SMCT and
one for 3TCT:

Lib

Code  Barcode Prefix  Agency code Library Name

3MCT D310o0r 23870 23870 Three Rivers Community College (Mohegan Campus)
3TCT D310o0r 23870 23870 Three Rivers Community College (Thames Valley Campus)

Conventions:
1. Libraries that participate in ReQuest and libraries that have holdings in ReQuest will have
unique, Auto-Graphics-created Lib codes.
2. The Agency Codes for all libraries that participate in Request and/or have holdings in request,
but are not registered to use iCONN databases will be blank.
3. The Agency code will be used for Lib code for libraries that are registered to use iCONN
databases but do not participate in or have holdings in ReQuest.

Lib codes are not required in the AGency Table if
1. They have been marked OBSOLETE.
2. They are used for administrative, testing, or demo purposes (this includes AAPUBLIC,
AACOLLEGE, etc., as well as DEM1, DEM2, ROC1, ROC2, etc.
3. They are “reserved” for libraries that do not meet at least one of the three qualifications above.
The reserved Lib codes will remain in the AGent Profile Table as maintained by Auto-Graphics.

Additional AGency code Table Notes:

A Library Type is assigned to each Lib code that has access to iCONN subscription databases. The
Library Type indicates which group of databases (K12, Academic or Public) may be accessed from the
library. If the library is not registered to use iCONN databases, the Library Type is blank.

When there is more than one Lib code assigned to an agency code, one of the Lib codes may be
established as a default. If a default is assigned to one of the Lib codes in the agency code, users of
ICONN.org should be connected to the default Lib code rather than be requested to select the Lib code
from a list. If there is more than one Lib code for an agency code and no default is identified, the user
will be presented with a list of associated Lib codes and be asked to select one from the list.
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Authorization

A key part of system authentication is to provide an authorization function of a user for 3" party content
providers such as Gale, EBSCO, ProQuest, etc. The process of authorization to 3™ party content
providers is a primary function already available as part of the Metasearch process of AGent. The
control of the authorization component is done within AGent’s already-existent administration function.
The administrative modules allow for authorization to be the same for all libraries (at the customer level)
or unique for each library. Although also available for databases that are authorized for specific users,
this functionality is currently unimplemented in the CSL project.

To illustrate the process of authorization, please see diagrams below showing the three types of
authorization that could be done using the enhancements put in place for CSL;:

Individual Database Links,

iCONN Classic
iCONN Classic from within AGent.
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Individual Database Links

This first diagram provides the libraries of CSL with the ability to code their own web site or pages with
individual links to any one or all of the CSL provided databases. The major advantage of this solution is
that libraries may display the links to the resources any way they wish to and are not using the styles or
format defined with AGent or the ICONN classic pages.

The individual libraries do the encoding of the links
and neither A-G nor CSL has any role in the
implementation. The URL is standardized for all
libraries and includes customer, library and
database IDs to allow AGent components to
connect to the various internal routines to test IP
and/or barcode and then to pass the appropriate
credentials for an authorized user.

Individual Library Web site/page

A downside to this approach is that each time a user Hot Link to Resources using

clicks on a link from the library page the user must AGent authentication and
be re-authenticated unless the user has selected the *
“save barcode” function.

Is the user in the
Library? (Check
AGent IP table)

Does the user have a
cookie?

Ask the user for
a barcode

v

Invalid Authenticate the user’s barcode
Bar Code: Write Barcode Cookie on user PC Yes
Try again if user has selected that option and

if not already found).on user PC if
user has selected that option and if
not already found).

Pass the library-
specific
credentials to

User did not J w

provide a Validated
valid

resource

Connect the user to the 3"
party reference database or
content provider’s system
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ICONN Classic

To provide the libraries a transition from the older system developed by CSL to the new Metasearch
environment of the AGent, CSL asked Auto-Graphics to implement the following iCONN classic page
solution. Like the implementation above, individual libraries can “call” the appropriate iCONN classic
page from their own web site or web page. However, in so doing the library will be accessing or
displaying a page that is designed and controlled by CSL. There are 3 distinct iCONN classic pages:
Schools, Publics, and Academics. The iCONN classic pages are standardized for these three types of
libraries and all libraries see the same display.

An advantage to the library user of this solution is
that the user is authenticated when the iICONN
classic page is first opened or displayed; for each
resource that is selected from the iCONN classic
page the user is already authorized and therefore
does not have to re-authenticate themselves for each
database/resource. Like the solution above, a user
is not taking advantage of the Metasearching
functions associated with AGe

Is the user in the
Library? (Check AGent
IP table)

Does the user have a
cookie?
(Check PC)

Ask user for
a barcode

Authenticate the user’s
barcode

Write Barcode Cookie on user

PC if user has selected that

option and if not already

found).on user PC if user has IConn Classic Page:
selected that option and if not Public, School or
already found). Academic.

V Accessed from Library
User did Web site/page

not Validate

provide a
valid
barcode.
Exit

Pass the

Connect the user to library-
the 3" party reference speC|f_|c
credentials

database or content

provider’s svstem to resource
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ICONN Classic from inside AGent

The final implementation of this separate or
standalone authentication and authorization process
is the design of the iCONN classic pages to be able
to be called from inside the AGent. Using the Web
Link function of the resource area of the search
pages, Auto-Graphics devised a method to call the
ICONN classic page(s) without requiring the user to
be re-authenticated. This was implemented so the
users would have access to the older type of single
search (as opposed to Metasearch) from within
AGent.

Note: After some initial testing it was determined
that unlike the normal authentication of a patron, no
guest user should be allowed from a direct link on a
home page or from the iICONN Classic page(s).
Therefore the system was updated via change order
request so a user must be authenticated via barcode
to enter the library resource or resources — no guest
access is allowed.
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Special Authorization for Lexis/Nexis

The final implementation of the authentication and authorization system for CSL was to address the
need for providing specific authorization functionality for the Lexis/Nexis resource.

As defined by CSL, there were two added checks required for Lexis/Nexis: the checking of specific
valid barcodes and that the database was always available for use “in the library”.

The implementation was to enhance the resource definition screen to allow staff to use an option setting
in the resource definition screen to define that a database is to be used in-library only and/or check
barcode table. These new options may be used for any resource that would require similar authorization
that is not part of the standard authorization routines of AGent.

The implementation calls for CSL to turn on these two options for Lexis/Nexis only — the options are not
needed for any other resource as of the implementation phase of this project, but could be used in the
future if such authorization is desired.

Definition and use of the “in library” option. When selected, if the user is in the library, the system
allows the user access to the system. “In library” is defined as a user’s terminal having the IP address
of a terminal found specifically in the User DB IP table. If this option is on and the user terminal cannot
be found in the IP table, then the user is presented with a message that this database is only accessible
within the library — no remote access is allowed.

Barcode lookup. AGent verifies the user’s barcode against the “valid” barcode table that is controlled
in the User Admin function. This “valid” barcode checking is similar to the blocked barcode table in
that a user must explicitly have their barcode in this table (or the barcode must be within a range posted
within the table) or the user is not allowed access to the database.

When both of the options are on, as is required for Lexis/Nexis, the system checks the IP of the user’s
terminal against the library’s “In library” or User DB IP Table. If there is a match, the user is allowed to
search the resource and no additional checking is done.

If the IP is not found in the table, then the system will compare the user’s barcode (which must have
been entered to access the library’s AGent site outside the walls of the system) against the valid barcode
table. If the barcode is found in the table or matches the user’s barcode, then the search is allowed. If
not, the system tells the user their barcode is not valid and to please see the library staff.

Rather than hiding the resource from the user altogether, the CSL implementation called for the resource
to be displayed to the user in conjunction with an appropriate message if they cannot access the system.
This was invoked for two reasons. First, if a user’s barcode was not in the table, CSL wanted the user to
go ask the library staff and it was assumed that most of the time barcodes were probably just missing
from the table, but at least the user would know the resource was available. Second, for resources used
only in the library, again the staff at CSL felt it was important to show the resource and tell the user that
if they go to the library they could use this resource.
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Defining basic system terms:

Staff: Any user of the system that has access to any one (or more) of the administrative modules of
the software at either the state or individual library level.

Patron: Any user that is authenticated by being in the library via specific IP address on his/her
workstation or terminal or a user who is authenticated using a barcode that is checked against a
custom algorithm.

Guest: Any user who cannot be authenticated as a staff or patron.

Authentication: Process of validating a user as a valid staff member or as a patron. Inability to
authenticate a user presumes user is to enter as “Guest”.

Authorization: Ability of the system to provide services to the user (staff, patron or guest) based on
his/her authentication. Authorization is also the process of providing appropriate credentials to 3"
party content providers so that an authenticated user can be authorized to use the content from the
appropriate 3" party content provider or to a reference database.

Lib code: Unique identifier used by AGent for each library in the system. Lib codes have been
associated with specific locations for ILL (interlibrary loan) services. Lib codes are also assigned to
specific institutions that require customization of the system such as in the case of portal-only
customers.

IP Table: System-wide table used by AGent software to determine if a user is “in library” or is a
“remote user”. The table consists of a list of IP addresses, either single IPs or IP ranges. This table
contains the lib code associated with the IPs. Administration of this table is available to staff that
have user administration permissions. The IP table is a single table that is organized by library code.

Patron (or Patron/Patron) User Record. Default user record activated for users who have
accessed the system from within the library. No user authentication is required, but it is assumed the
user is a valid patron because they are physically within a library. This Patron/Patron record is best
thought of as what all users (non-staff) were in the older IOL2 system. There are no preferences or
user histories kept for a patron/patron record. Specific patron/patron options can be set by the
Customer Superuser and will apply to all patron/patron users on the system.

Guest User Record. Unlike a patron/patron user, a guest user is a person that cannot provide the
proper credentials for the AGent software to authenticate the user as a valid Connecticut state user
and thereby is provided limited access and functionality within AGent.

AGency Table. This table is used in the barcode validation and lookup of agency codes to library
codes. This new table is specific to CSL. The AGency table is used to identify the specific barcode
numbers that match a specific library code and agency code. An included key field is the spell-out
of the library name used in the “lookup” function of the customized iCONN login function.
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The AGency table will also contain information as to whether or not a library participates in RQST,
ILL, etc. Anadministrative module for editing and deleting will be provided for this table.

To support a more appropriate library name on the resources screen than those prefixed with the
city/town as required for ordering in ILL, CSL asked and A-G implemented a change such that the
resource page derive the library name from the AGency table which is used in the resource heading.

Additional item related to library profile name: Because the library profile name will be updated via
the AGency table, CSL has asked and Auto-Graphics has implemented an enhancement that the
updates to the Participant Record do not change the profile table.

Barcode number. Part of the barcode that is associated with an agency code and the agency code is
associated with one or more lib codes.

Barcode authentication. There are two types of library barcodes in use in Connecticut: A Codabar
Mod 10 14-character barcode and a Codabar Mod 10 10-character barcode (the latter always starts
with a “D”). All libraries using 10-character barcodes also have 14-character barcodes. To
authenticate, the system will:

= Check the barcode length (checking for 14 or 10 positions);

= Check for a “D” in the first position of any 10-position barcode;

= Check for a “2” in the first position of any 14-position barcode (note added 9/14/04 and
being coded for release as soon as possible);

= Perform check digit calculation;

= Check to ensure that the barcode entered is not in the blocked barcode table;

= Look up agency code for 10-position barcodes. Agency code for 14 position barcodes is the
first 5 positions of the barcode.

= Verify that the agency code is in the AGency table.

“Home library”. A user’s library that is associated with the barcode’s agency code or the library
that the user has accessed directly by using a URL that includes a lid parameter.

Library Profile Table. Master library control table. Every library that is defined as a “lid” in
AGent will appear in this table. The table contains the library code and the spell-out. In the past,
this table and the IDB (participant table) were not linked. Today, changes in the IDB to a participant
name will be reflected in the library profile. This synchronization of the names between the two
files was not previously occurring automatically. The library name/spell-out in the library profile is
what currently displays on the resource screen.

IDB / Participant Record Table. To clarify, the AGent ILL Manager has a table that contains the
library code and spell-out. This table also contains all information necessary for the ILL process and
is used to store connection information for 1ISO ILL participants.

Staff Login note: Because the login function was being modified to support the specific needs of
CSL, it was requested and implemented that the “lookup” function associated with the staff login
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screen use the AGency table to display the library code and the library name and town/city. Any of
these three columns may be used for sorting the list for the user.

e Blocked Barcode Table. This table contains a list of specific barcodes that are not allowed access
to the system under any circumstance. This table is controlled by CSL and applies to all barcodes
and all users no matter what library barcode is associated with.

e *“Valid” Barcode Table. This barcode table is exactly opposite of the blocked barcode table in that

barcodes in this table are allowed to access specific resources (designated with the appropriate
option setting). If a user’s barcode does NOT appear in this table, access is denied.
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